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The Statistics Portal of South Africa presents the digital population in 
South Africa as of January 2019 as 31.18 million internet users, of which 
28.99 million were mobile internet users1, 7. This rise in Internet usage 
directly corresponds to the high usage of social media by adults and children. 
Although children, across all socioeconomic strata, are not direct subscribers 
of Internet services, they have access to the Internet, either their own or 
through mobile phones that belong to their older siblings and parents. 
Statistics South Africa (2017) reports that 56,9% of households have access 
to the Internet via mobile, with mobile usage in rural areas being the most 
common access, rather than at home or access at work. Being online has 
tremendous advantages and benefi ts for learners. Some of the ways in which 
being online helps is that learners learn from sources other than their school, 
they gain awareness of the world around them and they are able to develop 
and showcase their talent in design, writing and music. Nevertheless, being 
online is also fraught with risk. Building a life and identity online is similar 
to going to a new and unknown country which has its own rules and codes 
for living. Without adequate knowledge of these rules and codes, learners 
can fi nd themselves at risk for cyber-crimes, such as identity theft or 
harassment by others.

All learners need guidance from their parents, guardians and siblings 
to manage their online safety. Schools, too, can play a signifi cant role in 
providing learners with a structured educational experience that can help 
them in being safe online. Older learners in high school, moving towards 
being adults and independent subscribers of Internet services, are the most 
important target audiences for such an educative experience. Online safety 
is not diffi  cult to master and practice, as most technology and social media 
applications are user-friendly, requiring personal determination rather than 
extensive technological expertise. This curriculum links the topics from 
the Department of Basic Education (DBE) Curriculum Assessment Policy 
Statements (CAPS), in both the Senior Phase2 and FET Phase Life Orientation3 
curriculum, and the FET Phase Information Technology4 and Computer 
Applications Technologies (CAT)5 curriculum. The pedagogy off ers a blend 
of directed and exploratory methods, relying on encouraging an active and 
critical learning approach to create an understanding and awareness of online 
safety among learners. The exploratory methods encourage problem-solving6 
scenario-based discussions providing learners with the opportunity to discuss 
the issues and confront their reality. The curriculum for online safety has been 
put together in consultation with educators and experts in online safety issues 
at Google Inc. and with the representation of learners, teachers and heads 
of schools. 

It is hoped that the curriculum will introduce and reinforce the idea and 
practices of online safety and digital wellbeing among learners.



6� GRADE 8  BEING SAFE ONLINE

C urriculum Themes
The themes for this curriculum about online safety is divided into the following fi ve overarching themes:

GRADE 8
Being Safe 
Online

In the Grade 8 curriculum a set 
of online safety guidelines and 
principles will be shared with 
learners as they begin to fully 
explore the web, under the 
theme of ‘Being Safe’.

Typically, Grade 8 is where 
learners will learn about 
developing self in society, 
and constitutional rights and 
responsibilities, including 

human rights and human 
rights violations. Their 
introduction to the Internet 
takes place through 
creating an awareness of 

the need for being safe online, 
just as parents may have 
taught the stranger danger 
rules when going out, when 
they were younger. Some of the 
content that will be covered is 
exploring how to communicate 
appropriately via messaging, 
video chatting and emailing. 
As well as deciphering the 
creation of eff ective passwords, 
and investigating how to 
address cyber bullying. 

GRADE 9
Being a Respectful 
Digital Citizen

The use of social media has grown 
manifold, cutting across age groups 
and socio-economic clusters. The 
need to maintain safety whilst using 
social media has never been more 
crucial so is being self-aware of how 
one conducts themselves online. The 
main theme for the new academic 
year thus moves on from ‘Being 
Safe’ to ‘Being Respectful. Grade 9 
is where learners will learn about 
the development of self in society, 
with regards to sexual behaviour. 
As well as their participation 
on social media applications 
and websites. The online safety 
curriculum presents a set of 
guidelines on the theme of being 
respectful towards themselves and 
others, with the information that 
is shared, and the consequences 
of their actions with regard to 
issues such as sexting and the 
implications that entails, including 
future consequences for the world 
of work. Investigating the validity 
and authenticity of websites, and 
recognising the markers to identify 
misinformation and inaccuracies.



Curriculum Themes� 7

GRADE 10 
Being Smart 
Online

It is vital that learners make 
smart decisions while on the 
Internet and are not to be 
hoodwinked by misleading 
information. This theme 
emphasises that not everything 
on the Internet is true and 
correct, and it provides 
clear guidelines that help 
distinguish the genuine from 
the misinformation. Creating 
and awareness of online 
dangers, such as online fraud, 
scams, phishing and trolls; 
when engaging on the web. 
Developing an understanding of 
networks, the Internet and the 
web, linking this knowledge 
to the importance of being 
safe and respectful online. 
Encouraging individuals to be 
smart digital citizens, making 
wise choices.

GRADE 11
Being a 
Responsible 
Digital Citizen

A responsible citizen in the 
physical world is one who 
follows the rules of the land 
and is aware of both his/her 
rights and responsibilities. Just 
as is the case in the physical 
world, the virtual world also 
requires the same from its 
citizens – its digital citizens. 
Learners are introduced to 
the idea of others’ right to 
privacy and how these rights 
are to be respected. This part 
of the curriculum highlights 
the characteristics of good 
digital citizenship.

GRADE 12 
Being Future 
Ready

The learners in this grade 
are on the brink of adulthood 
and will most likely be the 
consumers of the largest 
application of the Internet 
today, which is eCommerce. 
The lesson entitled: 
‘eCommerce Applications 
and Service’, learners will 
explore how to apply for higher 
education online, as well as 
developing job profi les on 
websites, such as LinkedIn. 
Whilst eCommerce off ers 
tremendous convenience and 
opportunities, it also exposes 
its users to possible fi nancial 
risks. Under the theme of 
‘Being Future Ready’, learners 
investigate how to ride the 
wave without compromising 
their own personal and 
fi nancial safety.
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The suggested teaching strategies 
presented here are a guide to 
assist in the achievement of the 
Online Safety Curriculum lessons 
learning outcomes. Create a 
safe space for honest and open 
discussion within these lessons. 
Remind learners to respect the 
views of others and to willingly 
listen to their views and thoughts 
in a civil manner. 

The lesson times provided in 
this curriculum guideline are 
just suggestions, teachers would 
adapt the lessons to suit the 
school’s needs, with regards to 
the number of time-slots 
used per lesson and the 
lesson lengths.

S uggested Teaching 
Strategies

Using Videos Offline

Often at school, you may not 
have enough data to view 
videos online, use the YouTube 
Go application on 
Android https://
www.youtubego.
com/ to download 
videos to the 
SD card or the 
phone. See how to 
download them, 
on the YouTube 
Go support page 
https://support.
google.com/youtubego/
answer/7101794?hl=en&ref_
topic=7074793

Websites and 
Web Search

Empowering learners to 
conduct research on the Web, 
by accessing websites and 
interrupting information, and 
drawing conclusions, such as 
how eCommerce works.

Free and Open 
Discussions

Learners are encouraged 
to express their opinions 
and open their imagination 
to interrupt the ideas and 
information being presented, 
and participate in discussions 
freely to explore how it will 
aff ect their lives.

Create Captions [cc]

Captions on videos make the 
content accessible for more 
viewers. On the video, go to 
Settings, Subtitles/cc. Select on. 
The subtitles will now appear 
on the video.
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A nalogies

Using analogies, learners can be made to understand abstract 
concepts, such as ‘network’ and ‘virtual world’. 
Use analogies as follows:

Comparing the World Wide Web to the physical world 
we live in. The World Wide Web, also called the virtual 
world, is similar to the physical world we live in. It can 
be experienced the same way as the physical world—
with just a few clicks—and like the physical world, 
it has its share of problems. Just as you need to be 
smart to get around in the physical world, so should 
you in the virtual world. For example, just as you would 
not share information or talk to a stranger in the 
real world, the same rule applies in the virtual 
world. You should know who to talk to, what 
information to give, what not to give and 
how to tell the diff erence between real and 
‘fake’. Explain how the network allows 
the sharing of a resource to those who 
are far away from this resource. Use 
the analogy of cable television or a 
water resource, such as a lake/river.

Explain the diff erence between the 
Internet and the World Wide Web by 
using the analogy of a television network 
and television programs.

Websites and Smart 
Infographics

For showing web access, types 
of URLs, logging in and out, 
and username or password 
creation, use fi nite numbered 
steps and fl owcharts. 

Guidelines may also be 
presented using smartly 
designed infographics which 
are permanently installed 
around the classroom and lab 
areas for ease of recall.
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S tories and 
Scenarios

Stories about real or imagined 
people make learning 
interesting and are universally 
loved by learners of all age 
groups. Stories also have 
immense ‘sticking power’—
they are easy to remember. 
Wrapping up a set of guidelines 
with a story can go a long way 
in ensuring that the guidelines 
are made easy to remember 
and thus easy to follow.

Use a story to talk about the 
dangers of information from a 
‘fake’ website or the use of a 
weakly set password. W hat‑if‑scenarios

What-if-scenarios are a 
powerful technique to help 
learners imagine a situation 
and think about how they 
would respond to it. A host 
of scenarios around social 
media, which revolve around 
harassment, violation of right 
to privacy, the do’s and don’ts 
of tagging, and personal 
information, can be created 
for teaching and checking 
understanding of these issues.

S cenario‑based 
Discussions

Rather than ask questions, in 
this part of the curriculum, we 
encourage teachers to select 
scenarios of daily life around 
social media. Learners and 
teachers should discuss these 
scenarios and have learners 
arrive at their own answers 
(which, of course, fall within 
an acceptable framework) 
instead of supplanting them 
with preachy messages.

S enior to Junior 
Teaching

Learners of all ages look up 
to their peers and seniors and 
prefer taking advice from them 
rather than from teachers. 
This characteristic should be 
used by having senior learners 
occasionally come in and 
address younger learners about 
the guidelines of being a good 
digital citizen.

Demonstration and 
Hands‑on Practice

The most eff ective teaching 
technique involves having 
learners participate in 
hands-on practice and 
engagement carried out in the 
computer lab.

GRADE 8
Being Safe Online

GRADE 9
Being a Respectful 
Digital Citizen

GRADE 10 
Being Smart Online

GRADE 11
Being a Responsible 
Digital Citizen

GRADE 12 
Being Future Ready

Online Safety 
Curriculum Pathway
Overarching themes for everyone 
to thrive in the digital era.
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Overview 

This theme deals mainly with being safe when going on the web, 
and exploring the internet. Being safe online with regards to 
communicating with others, investigating cyberbullying and exploring 
the guidelines for Online Privacy and Online Safety. Learners are also 
provided with a working knowledge of creating effective passwords, 
the importance of logging off, as well as to communicate appropriately 
via messaging, video chatting and emailing. All the time the teacher 
is creating the awareness of the learners to be safe online, relating the 
discussions to the development of self, human rights violations and 
nation building. 

Total Duration  
Guide

	� Four lessons are presented 
for each Grade, with the 
suggested total time of 
240 minutes.

	� Consider the time as flexible 
and adaptable to suit the 
school’s needs. 

	� Some may divide each 
lesson into two or three 30 
minute lessons. 

	� As a guide we propose four 
60 min lessons per grade.

Links to the DBE 
Curriculum

	� Development of the self 
in society: 
	� Self-concept formation 

and self-motivation
	� Relationships 

and friendships

	� Constitutional rights and 
responsibilities:
	� Nation building
	� Concept: human 

rights violations
	� Concept: gender equity

Key Learning 
Outcomes for  
Grade 8

By the end of the academic 
year, learners will be able to:

	� Understand ways to 
be safe online

	� Importance of creating 
meaningful usernames and 
strong passwords.

	� Explore appropriate ways 
of communicating online, 
whether it is messaging, 
video chatting or emailing

	� Understand what 
cyberbullying is and ways to 
address cyberbullying 
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Content Outline

LESSON 1:

Ways to be Safe Online

(60 minutes)

	� Introduce online safety and the curriculum

	� Overview of guidelines for personal  
safety online

	� Difference between personal and non‑personal 
information

	� Explore scenarios about online safety

LESSON 2:

Guidelines for Creating  
a Secure Web-Account 

(60 minutes)

	� Difference between a username  
and password

	� Guidelines for creating a strong  
password

	� Logging in and out of a website

	� Creating an account

LESSON 3:

Online Communication 
Messaging, Video 
Chatting  
and Emailing

(60 minutes)

	� Guidelines for communicating  
online

	� Reactions to online messages

	� Messaging going wrong,  
what to do

LESSON 4:

Cyberbullying

(60 minutes)

	� What is cyberbullying

	� Where cyberbullying might  
take place

	� Consequences of cyberbullying

	� How to report cyberbullying

	� How to react to a cyberbully

Concepts 
Covered

	� Online safety

	� Usernames

	� Passwords

	� Online 
communication

	� Messaging

	� Texting

	� Video chatting

	� Cyberbullying 
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Lesson Tasks and Activities 
ACTIVITY 1.1   
What is Online Safety

1.	 Present three different scenarios

2.	Have the learners discuss what is wrong in each of these scenarios 
and correlate it to the idea of online safety

SCENARIO 1
A learner using 
Facebook (FB) on a 
smartphone, leaves the 
phone unlocked without 
logging out of FB and 
turns his/her attention 
to something else.

SCENARIO 2
A learner is talking to a 
friend in the presence 
of strangers and is 
explaining how she/he 
creates her/his password 
using her/his name and 
birthdate.

SCENARIO 3
A learner is talking 
to a friend about a 
miracle cure for dark 
skin which can be 
ordered via email.

GRADE 8  |  LESSON 1 

Ways to be Safe Online

LEARNING 
OUTCOMES

	9�	 Learners will be able to 
state the meaning of online 
safety in their own words

	9�	 Learners will be able to 
discuss personal safety 
guidelines when using 
the Internet

	9�	 Learners will be able 
to distinguish between 
personal and non-
personal information

	9�	 Given a scenario of online 
risk, learners will be able 
to identify which safety 
guidelines are appropriate
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ACTIVITY 1.2   
Personal Safety Guidelines when  
Using the Internet

1.	 Discuss the eight things to consider for personal safety, see list.

2.	Explain what each item on the list means, and how that would affect 
the learner’s online behaviour.

ACTIVITY 1.3   
Distinguish Between Personal and  
Non‑personal Information

1.	 Watch the video: NetSafe Episode 6: What is Personal Information? 
https://youtu.be/ypGJTW3LRo4 

2.	Display on the screen or provide in a worksheet different terms, 
2.1.	 such as name, age, main cities in South Africa, pin code of the 

place where one lives, name of father, name of school and area, 
names of seasons and favourite flower. 

3.	Learners identify which terms are described as personal or 
non-personal

EIGHT GUIDELINES  
FOR PERSONAL  
SAFETY ONLINE
1.	Keep personal information limited

2.	Keep your privacy settings on

3.	Choose strong passwords

4.	Be careful what you post

5.	Be aware of the image you portray

6.	Be careful who you meet online

7.	 Practice safe browsing

8.	Be careful what you download
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ACTIVITY 1.4  
Identify Appropriate Safety Guidelines

	� Present three different scenarios.

	� Learners discuss the three scenarios.

	� They address these questions: 
	� What would have prevented this incident from happening?
	� What could have been done differently?
	� How do you suggest the person responds to the incident?

SCENARIO 1
Gr. 8 learner’s ex-best 
friend shares inappropriate, 
untrue online information 
with many people at school 
about her/him

SCENARIO 2
Watch the video:  
Broken Friendship  
Netsmartz.org 
https://www.youtube.com/
watch?v=u2aZlGUljyk&t=48s

SCENARIO 3
A girl receives friendship requests from people 
she does not know. Assuming that everyone on 
Facebook is ‘nice’, she accepts the requests from 
unknown people. Later, she realizes that some of her 
new friends start sending her lewd private message
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GRADE 8  |  LESSON 2 

Guidelines for Creating a 
Secure Web-based Account

Lesson Tasks and Activities 
ACTIVITY 2.1 
Username, Password and Sharing 

A class discussion, about usernames and passwords

1.	 Define username and password, create a password

2.	Discuss why your name should not be your password

3.	Discuss difference between a username and password 

4.	Learners describe the characteristics of a username or a password. 

5.	Discuss:
5.1.	 Why should passwords not be shared?
5.2.	 Why should passwords not be shared with friends?
5.3.	 How to create a strong password?

6.	Discuss the importance of keeping your password to yourself

7.	Discuss why your password should be shared with a trusted adult 
(parent or guardian)?
7.1.	 So at least one other person you trust knows it, you may quarrel 

with your friends
7.2.	 Play check your password online 

8.	Get learners to check the strength of possible passwords (Remind 
learners not to use their real passwords). One of the following websites 
could be used.
8.1.	 Password Kaspersky https://password.kaspersky.com/
8.2.	 Passwordmeter http://www.passwordmeter.com/
8.3.	 How secure is your password  

https://howsecureismypassword.net/
8.4.	 Check the passwords the learners create and provide 

feedback on their strength

LEARNING 
OUTCOMES

	9�	 Define a username and a 
password, as well as create 
a secure password

	9�	 Distinguish between 
passwords, discuss 
which are safe, not so 
safe or unsafe

	9�	 From a list of terms/
items identify those which 
should never be used while 
setting a password

	9�	 State the meaning of 
log‑in and log‑out

	9�	 Demonstrate the steps 
to open an account with 
a unique username 
and password

	9�	 Demonstrate the steps 
to access/log in and log 
out of that account using 
one’s own username 
and password

8.1 8.2 8.3
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ACTIVITY 2.2  
Username and Password Criteria

Username

1.	 The username is a way to identify yourself on a computer, on a 
network, and / or on the internet.
1.1.	 Is sometimes generated by the system
1.2.	 Contains a part of name/last name
1.3.	 May contain an underscore

Password

1.	 The password is a string of characters (letters, symbols) to gain 
access into your login. It should be kept secret.

2.	A password should:
	� Always be created by you
	� Contain upper and lower case letters
	� Contain special character/s
	� Contain at least one number
	� Not be a dictionary word or combination of dictionary words

TEACHER TIP 
Google support: create a 
strong password 
https://support.
google.com/
accounts/
answer/32040?hl=en
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ACTIVITY 2.3  
Passwords, Safe or Unsafe

1.	 Explore the list of passwords below, and discuss why they 
are not strong
	� 12345678
	� password
	� sunshine
	� iloveyou
	� abcd1234
	� !@#$%^&*

2.	Discuss what should be used to constitute a  
strong password 
Examples: 
	� 2$6*TPed3
	� password
	� !zYx4^8!;

ACTIVITY 2.4  
Password Examples Not to be Used 

1.	 Give or display a list of items, such as the following: 
	� own name
	� name of brother/ sister
	� name of favourite tennis/cricket player
	� name of town
	� combination of name and birthday, and date of the day one was 

late to school or punished by the teacher. 

2.	Learners discuss which should not be used as a password and why.
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ACTIVITY 2.5 
Importance to Log-in And Log-out

1.	 In the computer lab, have learners demonstrate:
	� Accessing a given website using their own username
	� password
	� Check that learners log out of the account

2.	What are the benefits of being logged in to your own account?

3.	Discuss the importance of logging out after being on a 
logged in website.

4.	Discuss the following are examples:
4.1.	 Log-out - is a secure way to exit a website
4.2.	 Log-in - Needs the username and password
4.3.	 Log-in - Cannot access information without it
4.4.	 Log-in - Opens the website/applications

5.	Remind learners to keep their passwords safe, and always to log-out 
- be safe online.

TEACHER TIP 
10 Advantages / 
Disadvantages  
Social Logins 

https://www.
humix.be/blog/10-
advantages-
disadvantages-
social-logins/

TEACHER TIP 
Logging-Out-Tips 

https://www.vinu.
edu/web/securevu/
logging-out-tips 
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Lesson Tasks and Activities 
ACTIVITY 3.1 
Communicating Responsibly Online

In groups of 3 or 4 learners

1.	 Allow learners to discuss and 
explore the idea that messaging, 
texting and video calling allows 
one to chat in real time over the 
internet using text, voice and 
webcam communication.

	Q Why is this a benefit?
	A It is a great way to 

communicate with 
family and friends

	Q When are there dangers 
of messaging, texting and 
video calling?

	A Opens you up to people you 
don’t know, if you accept 
invitations from people 
you don’t know

2.	Discuss the list of possible 
guidelines for messaging, texting 
and video calling, and why the 
items are important.

3.	Discuss with learners about 
being smart about what they post 
and the digital image they are 
creating for themselves online.

4.	Watch the video and discuss: 
Teen Voices: Dealing with Digital Drama  
https://youtu.be/RydKEaiKolc Common Sense Education 

GRADE 8  |  LESSON 3 

Online Communication
Messaging, Texting and Video Calling

LEARNING 
OUTCOMES

	9�	 Investigate guidelines 
for communicating 
responsibly online

	9�	 Discuss the reactions 
and consequences 
to inappropriate 
online messages

	9�	 Discuss how to cope 
when inappropriate 
messaging is received

SUGGESTED  
GUIDELINES FOR 
MESSAGING, TEXTING 
AND VIDEO CALLING
	� No matter where - be polite: with 

friends, on Social Media, while 
Gaming, in a Chat room or in an 
Online Store

	� Be aware of strong language, all 
caps, and exclamation points – 
Writing in caps can be interrupted 
as shouting

	� Yes, grammar and spelling matter 
Tip: texting, textspeak in an 
educational or work setting  
may be seen as inappropriate  
(e.g. gr8 4 ur friends) Keep  
it formal

	� Written communication should be 
professional and reflect a proper 
writing style

	� Don’t post or share (even privately) 
inappropriate material 
Consider: once a post is sent, it 
always out there, any electronic 
message can be shared further
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ACTIVITY 3.2 
Reactions and Consequences to 
Inappropriate Online Messages

1.	 Select one of the following videos to show to 
your learners:

2.	After watching the video
2.1.	 Discuss the consequences to online 

information individuals share
2.2.	 Discuss why we should be aware of what 

we text and post

Think before you post 
https://www.youtube.com/
watch?v=4w4_Hrwh2XI

What You Post Can Haunt You 
Forever 
https://www.youtube.com/
watch?v=Enph-DJ7wv0

Mindful Messaging 
https://youtu.be/GHnwpKVMeK8
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ACTIVITY 3.3 
How to Cope When Inappropriate Messaging  
is Received 

1.	 Discuss the following points with your class: 
If you feel uncomfortable about the messages you are receiving:
	� Stop chatting
	� Don’t delete the messages, keep as evidence - save the 

message or email
	� Block the person
	� Report to an adult you trust (parent / teacher / guardian)
	� Report it to the messaging system you are on

2.	Discuss these tips and why you think they are important:
	� Don’t share your password with anyone
	� Be yourself, be authentic - don’t pretend to be older 
	� Only accept friend requests from people you know. Keep your 

network small.
	� Don’t post anything you wouldn’t want your parents, teachers or 

employers to see
	� Learn about the privacy settings and review and check 

them regularly.
	� Check location settings - does it need to be on?

TEACHER TIP 
Safer Internet South Africa. 
Dangerous apps all parents should 
know about  
https://saferinternetsouthafrica.
co.za/dangerous-apps-all-
parents-should-be-aware-of/

Parent Info. Setting safety and 
privacy settings on social media 
apps - explore messaging apps  
https://parentinfo.org/article/
setting-safety-and-privacy-
settings-for-social-media-apps



26� GRADE 8  BEING SAFE ONLINE

GRADE 8  |  LESSON 4 

Cyberbullying
Stop, Block, Tell

LEARNING 
OUTCOMES

	9�	 Describe what 
cyberbullying is 

	9�	 Guidelines for 
communicating 
responsibly online

	9�	 Discuss the reactions 
and consequences 
to inappropriate 
online messages

	9�	 Discuss how to cope 
when inappropriate 
messaging is received

Lesson Tasks and Activities 
ACTIVITY 4.1 
What is Cyberbullying?

As a class, explore “What is cyberbullying?”, using some or all of the 
resources below.

1.	 Get learners to explain, in their own words: 
What is cyberbullying?

2.	End the activity by completing a Kahoot quiz with your learners
2.1.	 Play kahoot (see online quiz website, create a login) to get 

learner reaction
2.2.	 Teacher view: Log into Kahoot.com before the lesson, search: 

cyberbullying, choose one of the quizzes to share with your 
learners. Set it up ready for your lesson.

2.3.	 When ready, click play. Each learner will each need to be 
on a device. 

RESOURCES

Cyber Bullying: Create No Hate 
Luke Culhane 
https://www.youtube.com/watch?v=MV5v0m6pEMs

Definitive Guide to Cyberbullying 
Digital Next  
https://www.digitalnext.com.au/blog/definitive-guide-
cyber-bullying-infographic/
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TEACHER TIP 
The most common places where 
cyberbullying occurs are:

	� Social Media platforms, such as 
Facebook, Instagram, Snapchat,  
and Twitter

	� Interactive gaming platforms

	� SMS (Short Message Service) also known 
as a Text Message sent through devices

	� Instant Message (via devices, email 
provider services, apps, and social media 
messaging features)

DEFINITION
Cyberbullying

Websites and applications that enable users to create and share content or to 
participate in social networking.

Cyberbullying is bullying that takes place over digital devices like cell phones, 
computers, and tablets. Cyberbullying can occur through SMS, Text, and apps, or 
online in social media, forums, or gaming where people can view, participate in, or 
share content. 

Cyberbullying includes sending, posting, or sharing negative, harmful, false, 
or mean content about someone else. It can include sharing personal or private 
information about someone else causing embarrassment or humiliation. Some 
cyberbullying crosses the line into unlawful or criminal behavior. 
SOURCE: Stopbullying.gov
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ACTIVITY 4.2 
How to React to a 
Cyberbully?

1.	 Divide the class into groups of 3 
or 4 learners

2.	Go through all or some of the 
following scenarios, get the 
groups to discuss what could be 
done in each case

3.	Allow the various groups to 
share their ideas with the class 

4.	Create posters about being 
smart online, addressing the 
issue of stopping cyberbullying. 
The three step idea of: Stop, 
Block, Tell, may be used.

5.	Display the posters 
around the school 

TEACHER TIP 
Report the bully on the website

TEACHER INFORMATION
Childline South Africa. Bullying. 
http://www.childlinesa.org.za/
children/for-children/issues-
affecting-you/bullying/

Stopbullying.gov. Cyberbullying. 
https://www.stopbullying.gov/
cyberbullying/what-is-it/index.
html

Cyber security awareness book 
https://www.fpb.org.za/wp-
content/uploads/2017/05/
Cyber-Security-workbook-_
Children_Edition_Final-Sipho-
Edits.pdf

SCENARIO 1
Temba received a message to say 
that he was ugly, and that nobody 
wants to play with him at school. 
Temba didn’t reply, he blocked the 
person and saved the message. That 
evening he discussed the incident 
with his father. The children were 
from Temba’s school. Temba’s father 
emailed the principal the details 
with screenshots and had a meeting 
at school with the principal. The 
principal called the child and his 
parents to a meeting to discuss the 
situation.



Grade 8  | Lesso n 4� 29

G
RA

D
E 

8 
| 

LE
SS

O
N

 4SCENARIO 4
Watch the following video: 
 
Block bullying online! Keep the 
Internet fun! Keep control!  
https://youtu.be/juVibnfKCB8

1.	How is the bullying portrayed in 
the video? 

2.	How is bullying communicated? 
How do you think the girl feels? 
How is this portrayed in the video?

3.	What is the main tip the video 
portrays 

SCENARIO 3
Watch the following video:  
 
Cyberbullying Create No Hate:  
https://www.youtube.com/
watch?v=MV5v0m6pEMs

1.	How does this video get the 
message of cyberbullying across? 

2.	How could this video assist in 
addressing cyberbullying and 
physical bullying at school?

3.	How does the video tell you 
address cyberbullying?

4.	Teacher Tip: Stop, Block and Tel

SCENARIO 2
Watch the following video:  
 
NetSafe Episode 5:  
Cyberbullies are No Fun!  
https://youtu.be/peDosNN7l3w

1.	What is the main message of the 
video? 

2.	How could this video assist in 
addressing cyberbullying and 
physical bullying at school?

3.	Does the video give you any tips 
in coping with bullying?called the 
child and his parents to a meeting 
to discuss the situation.

Beyond the Lesson Into the Classroom
Create and display two sets of posters using a graphic or icon-based theme of ‘Being Safe Online’ in the classrooms and in 
the computer lab/s showcasing the following:

Guidelines on creating a strong password

Allowing learners to share experiences (not passwords) if any around how and why passwords are important.

Print online internet safety posters to put up in computer labs and around the school. Select from:  
http://www.free-for-kids.com/internet-safety-posters.shtml
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Sources Grade 8
Childline South Africa. Bullying. http://www.childlinesa.org.za/children/for-children/issues-affecting-you/bullying/

Stopbullying.gov. Cyberbullying. https://www.stopbullying.gov/cyberbullying/what-is-it/index.html

Teen Voices: Dealing with Digital Drama https://youtu.be/RydKEaiKolc Common Sense Education Published on 11 Jan, 2019

Think before you post https://www.youtube.com/watch?v=4w4_Hrwh2XI (ICMEC Published on 11 Aug, 2007)

What You Post Can Haunt You Forever https://www.youtube.com/watch?v=Enph-DJ7wv0 (ConnectSafely.org Published on 
18 Mar, 2008)

Mindful Messaging https://youtu.be/GHnwpKVMeK8 (Common Sense Media Published on 29 Apr, 2012)

Netsmartz.org - Broken Friendship - https://www.youtube.com/watch?v=jRByQHXmvD0

https://password.kaspersky.com/

http://www.passwordmeter.com/

https://howsecureismypassword.net/

https://support.google.com/accounts/answer/32040?hl=en

https://www.humix.be/blog/10-advantages-disadvantages-social-logins/ 

https://www.vinu.edu/web/securevu/logging-out-tips 

Teen Voices: Dealing with Digital Drama https://youtu.be/RydKEaiKolc Common Sense Education Published on Jan 11, 2019

https://saferinternetsouthafrica.co.za/dangerous-apps-all-parents-should-be-aware-of/

https://parentinfo.org/article/setting-safety-and-privacy-settings-for-social-media-apps - explore messaging app

Cyber Bullying: Create No Hate https://www.youtube.com/watch?v=MV5v0m6pEMs Luke Culhane Published on 8 Feb, 2016

Cyber Bullying: Create No Hate https://www.youtube.com/watch?v=MV5v0m6pEMs Luke Culhane Published on 8 Feb, 2016 
Stopbullying.gov 9/30/2020

What is cyberbullying? https://www.stopbullying.gov/cyberbullying/what-is-it/index.html OMB# 0990-0379 Exp.

https://saferinternetsouthafrica.co.za/dangerous-apps-all-parents-should-be-aware-of/

https://parentinfo.org/article/setting-safety-and-privacy-settings-for-social-media-apps - explore messaging app

What is cyberbullying? https://www.stopbullying.gov/cyberbullying/what-is-it/index.html

Cyberbullying Create No Hate: https://www.youtube.com/watch?v=MV5v0m6pEMs (Luke Culhane Published on 8 Feb, 2016)

NetSafe Episode 5: Cyberbullies are No Fun! https://youtu.be/peDosNN7l3w (PlanetNutshell Published on 13 Jun, 2014)

Cyberbullying Create No Hate: https://www.youtube.com/watch?v=MV5v0m6pEMs (Luke Culhane Published on 8 Feb, 2016)

Block bullying online! Keep the Internet fun! Keep control! https://youtu.be/juVibnfKCB8 (European Commission Published on 
9 Feb, 2009)

Childline South Africa. Bullying. http://www.childlinesa.org.za/children/for-children/issues-affecting-you/bullying/

Stopbullying.gov. Cyberbullying. https://www.stopbullying.gov/cyberbullying/what-is-it/index.html

Cyber security awareness book https://www.fpb.org.za/wp-content/uploads/2017/05/Cyber-Security-workbook-_Children_
Edition_Final-Sipho-Edits.pdf

Free for kids online internet safety posters: http://www.free-for-kids.com/internet-safety-posters.shtml 
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9Total Duration 
Guide

Four lessons are presented 
for each Grade, with the 
suggested total time of  
240 minutes.

	� Consider the time as 
flexible and adaptable to 
suit the school’s needs.

	� Some may divide each 
lesson into two or three  
30 minute lessons.

	� As a guide we propose four 
60 min lessons per grade

Overview 

This theme is devoted to being respectful in the wake of exposure 
to social media and engaging with others online, as well as an 
awareness that not everything online is accurate and correct. Learners 
would explore personal privacy when using social media and being 
respectful when communicating with others. ‘They explore solutions 
and implications to peer pressure to a selfies culture and exposure to 
sexting. Creating an awareness of their digital tattoo (digital footprint)  
and the relationship to the future world of work. Identifying markers to 
identify inaccurate, websites with misinformation or ‘fake’ websites.

Key Learning 
Outcomes for  
Grade 9

By the end of the academic year, 
learners will be able to:

	� Understand the reach and 
impact of social media in their 
own life and that of others

	� Use utmost discretion whilst 
using different forms of social 
media, and the creation of their 
own digital footprints, with a 
clear knowledge of what is safe 
and what is not

	� Distinguish between selfies and 
sexting, with an awareness of 
the implications of sexting on 
their personal life and on the 
lives of others

	� Recognise websites that are 
‘fake’ and the dangers of using 
misinformation from incorrect 
or inaccurate websites

Links to the DBE 
Curriculum

Life Orientation:

	� Development of the self in 
society: Goal-setting skills: 
personal lifestyle choices; 
Sexual behaviour and 
sexual health

	� Constitutional rights and 
responsibilities: Issues 
relating to citizens’ rights 
and responsibilities

	� World of work: Knowledge of 
the world of work
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Concepts 
Covered

	� Social media 

	� Personal Privacy 

	� Digital Footprint 

	� Selfies 

	� Sexting 

	� ‘fake’ websites 

Content Outline

LESSON 1:

My Digital Tattoo 
(Introducing 
Social Media)

(60 minutes)

	` Reminder About the Importance of Personal 
Online Safety

	` Define Social Media in Their Own Words

	` What is Social Media 

	` Popular Social Media Apps and Personal CV

	` How Social Media Helps You

	` Negative Effects of Social Media

	` Violence and Social Media

LESSON 2:

How Does Social 
Media Work and How 
to be Responsible

(60 minutes)

	` Social Media Path

	` Personal Privacy on Social Media 

	` Using Social Media Responsibly

	` My Digital Footprint

LESSON 3:

Selfies and Sexting 

(60 minutes)

	` Identify What is a Selfie 

	` Discuss Sexting

	` Investigate the Consequences of Sexting in 
South Africa

LESSON 4:

Identify Websites with 
Misinformation

(60 minutes)

	` Identify Websites with Misinformation

	` Validate Websites 

	` Dangers Using Information from 
‘fake’ Websites
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Lesson Tasks and Activities 
ACTIVITY 1.1 
Reminder About the Importance of Personal 
Online Safety

1.	 In Gr. 8 personal safety was discussed and how you should 
keep yourself safe, especially with the information you share. 
We are focusing on Social Media and being a respectful digital 
citizen this year. 

2.	To begin the discussion let’s 
have a quick recap on being 
aware of internet safety 

3.	Divide learners into pairs, 
to discuss the video ‘Protect 
Yourself: Personal Safety on 
the Internet.’

4.	Questions to ask:
4.1	 Describe the scenario 
4.2	 Why do you think 

it escalated?
4.3	 How could it have been prevented?
4.4	 Where there consequences to the actions of the people in the 

video: ex-boyfriend, ex-boyfriend’s friend, and ex-girl-friend?

GRADE 9  |  LESSON 1 

My Digital Tattoo  
Introducing Social Media 

LEARNING 
OUTCOMES

	9�	 Importance of online safety 
in relation to social media

	9�	 Define social media in 
their own words 

	9�	 Provide examples of social 
media apps and websites

	9�	 Identify ways in which 
social media is helpful

	9�	 Identify negative effects 
of social media they need 
to be aware of

RESOURCE
Protect Yourself: Personal Safety 
on the Internet 
Sunburst Visual Media 
Guidance Trailer  
Cerebellum 
Corporation 
18 Feb, 2010  
https://youtu.
be/6I9fl1QailM



Grade 9  | Lesso n 1� 35

ACTIVITY 1.2 
What is Social Media 

1.	 Divide learners into pairs, to discuss what social media is

2.	Use the resources for learners to view and discuss

3.	Watch the video - What is Social Media?  
https://www.youtube.com/watch?v=jQ8J3IHhn8A
3.1	 Read the definitions
3.2	 Each person to describe the term ‘social media’ in their own 

words to her / his partner

TEACHER TIP 
Forms of electronic 
communication, such as websites for 
social networking and microblogging, 
through which users create online 
communities to share information, 
ideas, personal messages and other 
content (e.g. videos)

DEFINITION
Social Media

Websites and applications that 
enable users to create and share 
content or to participate in social 
networking.” 

SOURCE: https://www.dictionary.com/
browse/social-media
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ACTIVITY 1.3   
Social Media Apps and Websites, my Digital CV 
(My Digital Tattoo)

A curriculum vitae or CV is used when you apply for a job and you may 
need to submit a CV with higher education submissions. 

Potential employers and even higher education selectors may search 
your social media profiles. 

How to use social media
1.	 Learners to work in groups of three.

2.	Investigate and discuss social media applications and websites.

3.	Each group should create a list of social media websites / 
apps, for example: YouTube, Instagram, Facebook, Snapchat, 
WhatsApp, Twitter

4.	Individual learners to list three social media apps that they use in 
daily life. 

5.	Each person should describe how they use the app, for example: Only 
read information, forward and share information, post information

LEARNER TIP 
Remember what you post is 
not easily removed. So everything 
you post should be seen as possibly 
having an influence on your jobs and 
career in the future.
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ACTIVITY 1.4   
Social Media and Your CV

1.	 Should you include Social Media apps and websites on your Resume?

2.	Read the article:

3.	Read: ‘How to Include Social Media on a Resume’ 

3.1	 What apps is the article saying you should refer to?
3.2	 Which apps should you not include and explain why?

4.	Watch the video where the What’s Trending panel discusses how 
Twitter might just be the key to getting you a job.

4.1	 What tips did you learn from the discussion?
4.2	 How could you use similar benefits on other social media?
4.3	 What are the possible consequences of posting negative content 

about yourself on social media

Should you include social media on your resume? 
Top Resume by Gabrielle Garon 
https://www.topresume.com/career-advice/what-social-
media-on-your-resume

How to Include Social Media on a Resume 
KICKRESUME 
https://www.wordstream.com/blog/ws/2017/01/30/
social-media-resume

Looking for a job? Meet social media,  
your new resume 
The What’s Trending 
https://youtu.be/AIT5LmBB-ew
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ACTIVITY 1.5 
The Ubuntu of Social Media (Helpfulness)

1.	 As a class, have the learners express their ideas after viewing / 
reading through the website below about social media affecting 
society positively. 

Ask the learners:
1.1	 Do they agree with all the statements in the website?
1.2	 Can they think of other scenarios where social media might be 

used for a positive reason? 

2.	Use the resources on the next page to get pairs of learners to 
investigate one of the screenshots from Instagram and Twitter.  
They should find out:
2.1	 What was the helpful activity?
2.2	 Who or what was helped?
2.3	 Was there an organisation involved in the post?
2.4	 How did social media assist with the activity?

7 Ways That Socia Media is Affecting Us Positively 
Varun Sharma  
14 Feb, 2018  
https://curatti.com/social-media-positive-effects/
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